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1. Introduction 
 

1.1. What is Honeypot? 
Honeypot is a set of activities aimed at gathering information from the cyber 

criminals of the internet world. By imitating a real system, it collects information from 

infiltrators and uses this information to close the vulnerabilities in the existing system. 

It both plays a very important role in analyzing their aggressive behavior and collecting 

other important data. It collects important information such as malicious IP addresses, 

network protocols and port information. Honeypots are also very difficult to detect. 

 Some features of Honeypots; 

 It is both reliable and fast because it integrates with real systems. 

 Cost is low because it is a completely virtual system.  

 They are compatible with almost all operating systems.  

 They support all network protocols.  

 They can intercept or route network traffic at any time. 

 

1.2. Background of Data & Attributes 

 Data is a CSV file from a collection of AWS honeypot with both long int and string 

IPv4 adresses and full geolocation information. It has 19 attributes and there are over 

450.000 observations. The most important attributes in our data are date, hour, day, 

month, daytime, location informations, host and destination & source ports. Generally, 

types of attributes are categorical and nominal. 
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Name Description 

datetime Packet Arrival Date 

(YYYY-MM-DD) 

hour Packet Arrival Hour 

(HH:MM:SS) 

host Honeypot Server 

src Packet Source 

proto Packet Protocol Type 

type Packet Type 

spt Source Port 

dpt Destination Port 

srcstr Source IP Address 

cc Source Country Code 

country Source Country 

locale Source Location 

localeabbr Locale Abbr. 

postalcode Postal Code 

latitude Source Latitude 

longtitude Source Longitude 

daytime Period of Arrival Hour 

month Packet Arrival Month 

(1-12) 

day Packet Arrival Day 

(1-31) 
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1.3. What is our Aim? 
 

 Due to the increasing number of cyber attacks nowadays, honeypots have 

become increasingly important. [1] (Passeri,2017) It is thought that cyber warfare could 

lead to the end of the world and even lead to World War III. Data collected from 

Honeypots can be used to investigate aggressive profiles and for threat intelligence 

purposes. In this way, real systems can be better protected against attackers. It 

contributes to the preparation of a better defense by giving important intelligence 

information to the most attacking countries and the protocols they use. 

 We have also examined the data gathered from the honeypots and reached the 

details of the aggressive information and behavior. [2] (Jacobs, DDS Dataset 

Collection, 2014) Thanks to this project we have emphasized the significance of the 

project (network security tool) as a senior project. Given that there are no trained 

people in our country, we have received critical information, such as the cyber terrorist 

attacks on the countries that are threatening our country and the attack rates of 

services that are open to the whole world, thinking that more research should be done 

on data collected from honeypots. As a result of this research, the data obtained were 

also shared with the institutions required to prepare a better infrastructure. We have 

identified areas that need better protection by knowing in advance, such as methods 

used by attackers. 
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1.4. Methodology 
 

Subjects 

 We look for data about security threats, network attacks to analyze situation of 

cyber threats and identify some characteristics. While we search for our dataset we 

used mainly internet research. We find some honeypot project reports and choose 

which is exactly has attributes that we searched. 

Data Collection 

 Our dataset is in form of CSV. After, we added and modified some attributes 

according to our analysis aim. We converted format of hour (HH:MM:SS) to hour (HH) 

attribute. Then we grouped hour attribute and create categorical daytime attribute 

(daytime has night, morning, afternoon, evening according to hours). Also, we classify 

day and month attributes. To make some tests, we converted protocols (TCP, UDP 

and ICMP) to numbers (1,2 and 3). 

Data Analysis 

 While we choose our data analysis methods, firstly we looked at dataset's 

measurements (nominal & ordinal, interval & ratio, scale …) and normality of 

distribution of our attributes (to choose which parametric tests that we use). Also, we 

had to choose methods according to our hypothesis. We will perform quantitative 

research which is objective, generalizable and tested, has dependent and independent 

variables. That's why we will perform statistical analysis. 

 Level of confidence determines how we can sure actual results of population. 

We will use Frequency table to analyze categorical variables (daytime). From this table, 

we obtain proportions and percentages to proof our hypothesis. In our data set, it does 

not contain numerical variables, that is why, we do not use test techniques which use 

descriptives (mean, median, mode... etc.). 

 Due to categorical variables, we have chosen hypotheses with possibilities and 

probabilities. To test these hypotheses, we use cross-tables, frequencies tables and to 

test whether our hypothesis true or not we performed chi-square tests. Also, to get 

some informations from data, we use pie charts, line graphs and bar charts. 
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1.5. Research Questions & Hypotheses 
 

Research Questions 

 

1) Is there a relationship between Time of Attack and Used Protocol Type? 

2) Is there a relationship between Time of Month and Target Host? 

3) Is there a relationship between Time of Target Host and Used Protocol 

Type? 

4) Is there a relationship between Time of Month and Time of Attack? 

5) Is there a relationship between Time of Day and Used Protocol Type? 

6) Is there a relationship between Time of Time of Attack and Attacker Country? 

7) Is there a relationship between Time of Used Protocol Type and Attacker 

Country? 

8) What is the probability between countries to occur? 

 

Hypotheses 

 

1) There is a relationship between Time of Attack and Used Protocol Type. 

2) There is a relationship between Month and Target Host. 

3) There is a relationship between Target Host and Used Protocol Type. 

4) There is a relationship between Month and Time of Attack. 

5) There is a relationship between Day and Used Protocol Type. 

6) There is a relationship between Time of Attack and Attacker Country. 

7) There is a relationship between Used Protocol Type and Attacker Country. 

8) Countries have different probability to occur. 
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2. Analysis 
 

2.1. Overview of Data 

a) Time Dependent Distribution of Attacks 

 

 

2.2. Hypothesis 1 

 

 

 

 

 

 

 

 

 

 

 

 

 According to Pie Chart and Frequency Table we can obviously see that the most 

of attacks occur at night. We think the reason of this situation is people at work, school 

or busy except nights. 
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b) Attack Rate by Day 

 

 

 In this 

line 

graph, 

we learn 

that the 

days at 

the end 

of the 

month 

attack 

rates 

increasing. 

 The reason of this at the end of the month people complete their jobs and 

attacker can be online more time.  
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c) Attack Rate by Date 
 

 
 

 According to this graph, we can see that some time periods attack rates 

increases or decreases visibly. 

 

d) Attack Rate by Protocols 

 

 

 

 

 

 

 

 

 

 

 

 

 In this bar chart and frequency table, we can see that especially TCP protocol 

used for attacks. According to this information precautions can be taken. 
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e) Attack Rate by Host Names 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 According to Host Statistics and frequency table, visibly Zeppo is most used 

target for attacks. To take needed precautions, we can look for Zippo's information. 
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f) Attack Rate by Countries 
 

 

 

 In this Bar Chart, we can see that China has more attack rate than the other 

countries. According to this chart, people must be careful from IP addresses which 

come from China, United States, Japan etc. 
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2.2. Hypothesis 1 
 

H0: There is no relationship between Time of Attack and Used Protocol Type. 

H1: There is a relationship between Time of Attack and Used Protocol Type. 

 

 

 

 

Conclusion: According to Chi-square test results p-value (2.2e-16) <0.05 and we 

can REJECT the null hyphothesis. 

 With %95 confidence, we have sufficient evidence to conclude that there is a 

relationship between Time of Attack and Used Protocol Type. 
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2.3. Hypothesis 2 
 

H0: There is no relationship between Month and Target Host. 

H1: There is a relationship between Month and Target Host. 

 

 

 

Conclusion: According to Chi-square test results p-value (2.2e-16) <0.05 and we 

can REJECT the null hyphothesis. 

 With %95 confidence, we have sufficient evidence to conclude that there is a 

relationship between Month and Target Host. 
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2.4. Hypothesis 3 
 

H0: There is no relationship between Target Host and Used Protocol Type. 

H1: There is a relationship between Target Host and Used Protocol Type. 

 

 

Conclusion: According to Chi-square test results p-value (2.2e-16) <0.05 and we 

can REJECT the null hyphothesis. 

 With %95 confidence, we have sufficient evidence to conclude that there is a 

relationship between Target Host and Used Protocol Type. 
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2.5. Hypothesis 4 
 

H0: There is no relationship between Month and Time of Attack. 

H1: There is a relationship between Month and Time of Attack. 

 

 

 

Conclusion: According to Chi-square test results p-value (2.2e-16) <0.05 and we 

can REJECT the null hyphothesis. 

 With %95 confidence, we have sufficient evidence to conclude that there is a 

relationship between Month and Time of Attack. 
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2.6. Hypothesis 5 
 

H0:  There is no relationship between Day and Used Protocol Type. 

H1: There is a relationship between Day and Used Protocol Type. 

 

 

 

Conclusion: According to Chi-square test results p-value (2.2e-16) <0.05 and we 

can REJECT the null hyphothesis. 

 With %95 confidence, we have sufficient evidence to conclude that there is a 

relationship between Day and Used Protocol Type. 

 

2.7. Hypothesis 6 
 

H0: There is no relationship between Time of Attack and Attacker Country. 

H1: There is a relationship between Time of Attack and Attacker Country. 

 

 

 

Conclusion: According to Chi-square test results p-value (2.2e-16) <0.05 and we 

can REJECT the null hyphothesis. 

 With %95 confidence, we have sufficient evidence to conclude that there is a 

relationship between Time of Attack and Attacker Country. 
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2.8. Hypothesis 7 
 

H0: There is no relationship between Used Protocol Type and Attacker Country. 

H1: There is a relationship between Used Protocol Type and Attacker Country. 

 

 

 

Conclusion: According to Chi-square test results p-value (2.2e-16) <0.05 and we 

can REJECT the null hyphothesis. 

With %95 confidence, we have sufficient evidence to conclude that there is a 

relationship between Used Protocol Type and Attacker Country. 

 

2.9. Hypothesis 8 
 

H0: The categories of Country occur with equal probabilities. 

H1: Countries have different probability to occur. 

 

 

 

 

Conclusion: According to Chi-square test results p-value (2.2e-16) <0.05 and we 

can REJECT the null hyphothesis. 

 With %95 confidence, we have sufficient evidence to conclude that all countries 

have different probability to occur. 
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3. Conclusion 
 

In this project, we tried to investigate and deduce honeypot data. According to 

data, we hypothesized with some attributes and made deductions. We did this 

process by our specified methodologies. Generally, we used Chi-squared Test to 

test our hypothesis. Because our data is categorical and non-numerical, we had to 

use that test procedure. The aim is that finding the relation between variables or 

seeing the probability for only one variable. 

 According to the information we have obtained as a result of our analyzes; 

 Many precautions must be taken against specific protocols at certain 

times of day.  

 Further measures should be taken in target systems that have been 

attacked these months due to the increase in attacks that occurred some 

months later.  

 We have seen that some protocols are used more effectively in certain 

systems, so systems must be configured accordingly.  

 Special precautions should be taken according to the protocols used for 

attacks on certain parts of the month and days.  

 The attacking countries vary depending on the protocols used and the 

time of day. Therefore, we should be more careful about IP addresses 

from certain countries. 
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