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I.

Introduction to NSAT

Network Security is an important field that is getting more and more attention as the
internet expands. There is a large amount of personal, commercial, military and
government information on networking infrastructures worldwide. Network security is
becoming of great importance because of intellectual property that can be easily acquired
through the internet. The security threats and internet protocols should be analyzed to
determine the necessary security technology. This project covers as a very large and
important area of computer security: networks and distributed applications. As the world
becomes more connected by networks, the significance of network security will certainly
continue to grow.
The purpose of the project is detecting and analyzing network threats by sniffing network
traffics, reading Pcap files, automatic & manual packet generation and scan & attack target
systems. We will develop a set of tools to decode and analyze protocols headers and
contents. Following threat identification and classification performs in order to build a
dictionary of threats and attacks.
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II.
A.

Descriptions of NSAT Modules

ATTACK MODULE

A.1. Fuzzer

Fuzzer attack is designed for bruteforcing Web Applications, it can be used for finding
resources not linked (directories, servlets, scripts, etc), bruteforce GET and POST parameters for
checking different kind of injections (SQL, XSS, LDAP, etc), bruteforce Forms parameters
(User/Password), Fuzzing,etc.

A.2. ARP Spoof

In computer networking, ARP spoofing, ARP cache poisoning, or ARP poison routing, is a
technique by which an attacker sends (spoofed) Address Resolution Protocol (ARP) messages onto
a local area network. Generally, the aim is to associate the attacker's MAC address with the IP
address of another host, such as the default gateway, causing any traffic meant for that IP address to
be sent to the attacker instead.
ARP spoofing may allow an attacker to intercept data frames on a network, modify the
traffic, or stop all traffic. Often the attack is used as an opening for other attacks, such as denial of
service, man in the middle, or session hijacking attacks.

A.3. SSH Overload

SSH Overload is one of the DoS attack methods. A denial-of-service attack can exploit
vulnerabilities in a physical infrastructure to deny legitimate users access to computer or network
resources. While many service interruptions are disrupted by network attacks, the same result can
also be achieved by physically severing wiring or preventing power and cooling resources from
being accessed. In such cases, the physical attack may also be referred to as sabotage.
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A.4. DoS

Denial-of-service (DoS) attacks typically flood servers, systems or networks with traffic in
order to overwhelm the victim resources and make it difficult or impossible for legitimate users to
use them. While an attack that crashes a server can often be dealt with successfully by simply
rebooting the system, flooding attacks can be more difficult to recover from.

A.5. TCP Flood

TCP SYN floods are one of the oldest yet still very popular Denial of Service (DoS) attacks.
The most common attack involves sending numerous SYN packets to the victim.
The attack in many cases will spoof the SRC IP meaning that the reply (SYN+ACK packet) will not
come back to it.
The intention of this attack is overwhelm the session/connection tables of the targeted server
or one of the network entities on the way (typically the firewall). Servers need to open a state for
each SYN packet that arrives and they store this state in tables that have limited size. As big as this
table may be it is easy to send sufficient amount of SYN packets that will fill the table, and once
this happens the server starts to drop a new request, including legitimate ones. Similar effects can
happen on a firewall which also has to process and invest in each SYN packet.
Unlike other TCP or application level attacks the attacker does not have to use a real IP; this
is perhaps the biggest strength of the attack.

A.6. ICMP Flood

Internet Control Message Protocol (ICMP) is a connectionless protocol used for IP
operations, diagnostics, and errors. An ICMP Flood - the sending of an abnormally large number of
ICMP packets of any type (especially network latency testing “ping” packets) - can overwhelm a
target server that attempts to process every incoming ICMP request, and this can result in a denialof-service condition for the target server.
The attack involves flooding the victim's network with request packets, knowing that the
network will respond with an equal number of reply packets. Additional methods for bringing down
a target with ICMP requests include the use of custom tools or code, such as hping and scapy.
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A.7. SYN Flood

A SYN flood is a form of denial-of-service attack in which an attacker sends a succession of
SYN requests to a target's system in an attempt to consume enough server resources to make the
system unresponsive to legitimate traffic.
A SYN flood attack works by not responding to the server with the expected ACK code. The
malicious client can either simply not send the expected ACK, or by spoofing the source IP address
in the SYN, causing the server to send the SYN-ACK to a falsified IP address - which will not send
an ACK because it "knows" that it never sent a SYN.
The server will wait for the acknowledgement for some time, as simple network congestion
could also be the cause of the missing ACK. However, in an attack, the half-open connections
created by the malicious client bind resources on the server and may eventually exceed the
resources available on the server. At that point, the server cannot connect to any clients, whether
legitimate or otherwise. This effectively denies service to legitimate clients. Some systems may also
malfunction or crash when other operating system functions are starved of resources in this way.
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B.

GENERATION MODULE

B.1. ARP Packet

Address Resolution Protocol (ARP) is a protocol for mapping an Internet Protocol address
(IP address) to a physical machine address that is recognized in the local network. For example, in
IP Version 4, the most common level of IP in use today, an address is 32 bits long. In an Ethernet
local area network, however, addresses for attached devices are 48 bits long. (The physical machine
address is also known as a Media Access Control or MAC address.) A table, usually called the ARP
cache, is used to maintain a correlation between each MAC address and its corresponding IP
address. ARP provides the protocol rules for making this correlation and providing address
conversion in both directions.
Systems keep an ARP look-up table where they store information about what IP addresses
are associated with what MAC addresses. When trying to send a packet to an IP address, the system
will first consult this table to see if it already knows the MAC address. If there is a value cached,
ARP is not used.

B.2. TCP Packet

TCP (Transmission Control Protocol) is a standard that defines how to establish and
maintain a network conversation via which application programs can exchange data. TCP works
with the Internet Protocol (IP), which defines how computers send packets of data to each other.
Together, TCP and IP are the basic rules defining the Internet. TCP is defined by the Internet
Engineering Task Force (IETF) in the Request for Comment (RFC) standards document number
793.
TCP is a connection-oriented protocol, which means a connection is established and
maintained until the application programs at each end have finished exchanging messages. It
determines how to break application data into packets that networks can deliver, sends packets to
and accepts packets from the network layer, manages flow control, and—because it is meant to
provide error-free data transmission—handles retransmission of dropped or garbled packets as well
as acknowledgement of all packets that arrive. In the Open Systems Interconnection (OSI)
communication model, TCP covers parts of Layer 4, the Transport Layer, and parts of Layer 5, the
Session Layer.
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B.3. UDP Packet

The User Datagram Protocol offers only a minimal transport service -- non-guaranteed
datagram delivery -- and gives applications direct access to the datagram service of the IP layer.
UDP is used by applications that do not require the level of service of TCP or that wish to use
communications services (e.g., multicast or broadcast delivery) not available from TCP.
UDP is almost a null protocol; the only services it provides over IP are checksumming of
data and multiplexing by port number. Therefore, an application program running over UDP must
deal directly with end-to-end communication problems that a connection-oriented protocol would
have handled -- e.g., retransmission for reliable delivery, packetization and reassembly, flow
control, congestion avoidance, etc., when these are required. The fairly complex coupling between
IP and TCP will be mirrored in the coupling between UDP and many applications using UDP.

B.4. IP Packet

An IP header is header information at the beginning of an IP packet which contains
information about IP version, source IP address, destination IP address, time-to-live, etc.
Two different versions of IP headers have been defined, IPv4 and IPv6. The IPv6 header uses IPv6
addresses and thus offers a much bigger address space, but is not backwards compatible with IPv4
IPv4 is the fourth version in the development of the Internet Protocol (IP), and routes most traffic
on the Internet. IPv4 is described in IETF publication RFC 791, replacing an earlier definition.
IPv4 is a connectionless protocol for use on packet-switched networks. It operates on a best
effort delivery model, in that it does not guarantee delivery, nor does it assure proper sequencing or
avoidance of duplicate delivery. These aspects, including data integrity, are addressed by an upper
layer transport protocol, such as the Transmission Control Protocol (TCP).
IPv6, the successor to IPv4, has been defined and is in various stages of production
deployment, and has a different header layout. An IPv6 packet is the smallest message entity
exchanged via the Internet Protocol across an IPv6 network. Packets consist of control information
for addressing and routing, and a payload consisting of user data. The control information in IPv6
packets is subdivided into a mandatory fixed header and optional extension headers. The payload of
an IPv6 packet is typically a datagram or segment of the higher-level Transport Layer protocol, but
may be data for an Internet Layer (e.g., ICMPv6) or Link Layer instead.
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B.5. ICMP Packet

ICMP (Internet Control Message Protocol) is an error-reporting protocol network devices
like routers use to generate error messages to the source IP address when network problems prevent
delivery of IP packets. ICMP creates and sends messages to the source IP address indicating that a
gateway to the Internet that a router, service or host cannot be reached for packet delivery. Any IP
network device has the capability to send, receive or process ICMP messages.
ICMP is not a transport protocol that sends data between systems.
While ICMP is not used regularly in end-user applications, it is used by network administrators to
troubleshoot Internet connections in diagnostic utilities including ping and traceroute.
One of the main protocols of the Internet Protocol suite, ICMP is used by routers, intermediary
devices or hosts to communicate error information or updates to other routers, intermediary devices
or hosts. The widely used IPv4 (Internet Protocol version 4) and the newer IPv6 use similar
versions of the ICMP protocol (ICMPv4 and ICMPv6, respectively).

B.6. DNS Packet

The Domain Name System (DNS) is a hierarchical decentralized naming system for
computers, services, or other resources connected to the Internet or a private network. It associates
various information with domain names assigned to each of the participating entities. Most
prominently, it translates more readily memorized domain names to the numerical IP addresses
needed for locating and identifying computer services and devices with the underlying network
protocols. By providing a worldwide, distributed directory service, the Domain Name System is an
essential component of the functionality of the Internet, that has been in use since 1985.
The DNS protocol uses two types of DNS messages, queries and replies, and they both have
the same format. Each message consists of a header and four sections: question, answer, authority,
and an additional space. A header field (flags) controls the content of these four sections.
The header section contains the following fields: Identification, Flags, Number of questions,
Number of answers, Number of authority resource records (RRs), and Number of additional RRs.
The identification field can be used to match responses with queries. The flag field consists of
several sub-fields. The first is a single bit which indicates if the message is a query (0) or a reply
(1). The second sub-field consists of four bits; if the value is 1, the present packet is a reply; if it is
2, the present packet is a status; if the value is 0, the present packet is a request.
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C.

PACKET ANALYZING MODULE
A packet analyzer (also known as a network analyzer, protocol analyzer or packet sniffer—

or, for particular types of networks, an Ethernet sniffer or wireless sniffer) is a computer program or
piece of computer hardware that can intercept and log traffic that passes over a digital network or
part of a network. As data streams flow across the network, the sniffer captures each packet and, if
needed, decodes the packet's raw data, showing the values of various fields in the packet, and
analyzes its content according to the appropriate RFC or other specifications.
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D.

SNIFFER MODULE

Packet sniffers work by intercepting and logging network traffic that they can 'see' via the
wired or wireless network interface that the packet sniffing software has access to on its host
computer.
On a wired network, what can be captured depends on the structure of the network. A packet
sniffer might be able to see traffic on an entire network or only a certain segment of it, depending
on how the network switches are configured, placed, etc. On wireless networks, packet sniffers can
usually only capture one channel at a time unless the host computer has multiple wireless interfaces
that allow for multichannel capture.
Once the raw packet data is captured, the packet sniffing software must analyze it and
present it in human-readable form so that the person using the packet sniffing software can make
sense of it. The person analyzing the data can view details of the 'conversation' happening between
two or more nodes on the network.
Sniffer module prints the contents of network packets. It can read packets from a network
interface card or from a previously created saved packet file. It can write packets to standard output
or a file. It is also possible to use this module for the specific purpose of intercepting and displaying
the communications of another user or computer. A user with the necessary privileges on a system
acting as a router or gateway through which unencrypted traffic such as Telnet or HTTP passes can
use tcpdump to view login IDs, passwords, the URLs and content of websites being viewed, or any
other unencrypted information.
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E.

RECON MODULE

E.1. Subdomain Discovery

The Domain Name System (DNS) has a tree structure or hierarchy, with each non-RR
(resource record) node on the tree being a domain name. A subdomain is a domain that is part of a
larger domain; the only domain that is not also a subdomain is the root domain.[1] For example,
west.example.com and east.example.com are subdomains of the example.com domain, which in
turn is a subdomain of the com top-level domain (TLD). A "subdomain" expresses relative
dependence, not absolute dependence: for example, example.org comprises a subdomain of the org
domain, and en.example.org comprises a subdomain of the domain example.org. In theory this
subdivision can go down to 127 levels deep, and each DNS label can contain up to 63 characters, as
long as the whole domain name does not exceed a total length of 255 characters, but in practice
most domain registries limit at 253 characters.

E.2. Banner Detection

Banner grabbing is a technique used to glean information about a computer system on a
network and the services running on its open ports. Administrators can use this to take inventory of
the systems and services on their network. However, an intruder can use banner grabbing in order to
find network hosts that are running versions of applications and operating systems with known
exploits.
Some examples of service ports used for banner grabbing are those used by Hyper Text
Transfer Protocol (HTTP), File Transfer Protocol (FTP), and Simple Mail Transfer Protocol
(SMTP); ports 80, 21, and 25 respectively. Tools commonly used to perform banner grabbing are
Telnet, which is included with most operating systems, and Netcat.
To prevent this, network administrators should restrict access to services on their networks
and shut down unused or unnecessary services running on network hosts.
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E.3. Traceroute

Traceroute is a utility that records the route (the specific gateway computers at each hop)
through the Internet between your computer and a specified destination computer. It also calculates
and displays the amount of time each hop took. Traceroute is a handy tool both for understanding
where problems are in the Internet network and for getting a detailed sense of the Internet itself.
Another utility, PING, is often used prior to using traceroute to see whether a host is present on the
network.
The traceroute utility comes included with a number of operating systems, including
Windows and UNIX-based operating systems (such as IBM's AIX/6000) or as part of a TCP/IP
package. If your system doesn't include the utility, you can install it. There are freeware versions
that you can download.
When you enter the traceroute command, the utility initiates the sending of a packet (using
the Internet Control Message Protocol or ICMP), including in the packet a time limit value (known
as the "time to live" (TTL) that is designed to be exceeded by the first router that receives it, which
will return a Time Exceeded message. This enables traceroute to determine the time required for the
hop to the first router. Increasing the time limit value, it resends the packet so that it will reach the
second router in the path to the destination, which returns another Time Exceeded message, and so
forth.

E.4. Port Scan

Port Scanning is the name for the technique used to identify open ports and services
available on a network host. It is sometimes utilized by security technicians to audit computers for
vulnerabilities, however, it is also used by hackers to target victims. It can be used to send requests
to connect to the targeted computers, and then keep track of the ports which appear to be opened, or
those that respond to the request.
When a criminal targets a house for a burglary, typically the first thing he or she checks is if
there is an open window or door through which access to the home can be gained. A Port scan is
similar, only the windows and doors are the ports of the individual's personal computer. While a
hacker may not decide to "break in" at that moment, he or she will have determined if easy access is
available. Many people feel this activity should be illegal, which it is not, however, due to the fact
that the potential attacker is merely checking to see if a possible connection could be made, in most
areas, it is not considered a crime. However, if repetitive port scans are made, a denial of service
can be created.

14

III. Usage of NSAT
A.

GUI

A.1. Attack Module
A.1.1.

Fuzzer
•

The user enters IP address or domain name.

•

Press ‘Attack’ button to start Fuzzer attack.
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A.1.2.

ARP Spoof
•

The user enters an IP address.

•

Selects packet number to send given IP address.

•

Press ‘Attack’ button to start arp spoofing attack.
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A.1.3.

SSH Overload
•

The user enters an IP address.

•

Press ‘Attack’ button to start ssh overloading attack.

•

Press ‘Stop’ button to terminate attack.
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A.1.4.

DoS
•

The user enters an IP address.

•

Press ‘Attack’ button to start DoS attack.

•

Press ‘Stop’ button to terminate attack.
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A.1.5.

TCP Flood
•

The user enters an IP address.

•

Press ‘Attack’ button to start tcp flooding attack.

•

Press ‘Stop’ button to terminate attack.
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A.1.6.

ICMP Flood
•

The user enters an IP address.

•

Selects packet number to send given IP address.

•

Press ‘Attack’ button to start icmp flooding attack.
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A.1.7.

SYN Flood
•

The user enters an IP address

•

Enters a port number

•

Selects packet number to send given IP address.

•

Press ‘Attack’ button to start syn flooding attack.
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A.2. Generation Module
A.2.1.

ARP Packet
•

The user selects ‘ARP’ from the generation module.

•

The user can fill the blanks to change packet values.

•

Press ‘Send’ button to generate and send the packet.
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A.2.2.

TCP Packet
•

The user selects ‘TCP’ from the generation module.

•

The user can fill the blanks to change packet values.

•

Press ‘Send’ button to generate and send the packet.
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A.2.3.

UDP Packet
•

The user selects ‘UDP’ from the generation module.

•

The user can fill the blanks to change packet values.

•

Press ‘Send’ button to generate and send the packet.
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A.2.4.

IP Packet
•

The user selects ‘IP’ from the generation module.

•

The user can fill the blanks to change packet values.

•

Press ‘Send’ button to generate and send the packet.
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A.2.5.

ICMP Packet
•

The user selects ‘ICMP’ from the generation module.

•

The user can fill the blanks to change packet values.

•

Press ‘Send’ button to generate and send the packet.
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A.2.6.

DNS Packet
•

The user selects ‘DNS’ from the generation module.

•

The user can fill the blanks to change packet values.

•

Press ‘Send’ button to generate and send the packet.

30

A.3. Packet Analyzer Module
•

The user selects a pcap file from the computer via ‘Browse’ button.

•

Selects packet type(s) to analyze given pcap file.

•

The user selects ‘Content Analysis’, if wants to detect malicious file in given pcap.

•

Press ‘Start’ button to analyze packet results.
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A.4. Sniffer Module
•

The user selects network protocols that wants to monitor.

•

The user can fill the blank options to identify specific target.

•

Select ‘Save Results’ option to save all traffic into pcap file.

•

Press ‘ Start’ button to sniff network traffics.

•

Press ‘Stop’ button to terminate monitoring.
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A.5. Recon Module
A.5.1.

Subdomain Finder

•

The user selects ‘Subdomain’ from the recon module.

•

Enters target IP or domain name.

•

The user can enter different dns servers.

•

Press ‘Scan’ button to find all subdomains.
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A.5.2.

Banner Detection

•

The user selects ‘Banner’ from the recon module.

•

Enters target IP or domain name.

•

Press ‘Scan’ button to detect server banner.
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A.5.3.

Traceroute

•

The user selects ‘Traceroute’ from the recon module.

•

Enters target IP or domain name.

•

Press ‘Scan’ button to find routing paths.
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A.5.4.

Port Scan

•

The user selects ‘Traceroute’ from the recon module.

•

Enters target IP or domain name.

•

The user can give port range.

•

Press ‘Scan’ button to find open ports.
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B.

TERMINAL

B.1. Main Commands
B.1.1.

Help

# Engine.py --help

B.1.2.

Version

# Engine.py --version
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B.2. Attack Module
B.2.1.

Fuzzer

# Engine.py --module attack --attack-type fuzzer
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B.2.2.

ARP Spoof

# Engine.py --module attack --attack-type arpspoof

B.2.3.

SSH Overload

# Engine.py --module attack --attack-type sshoverload

B.2.4.

DoS

# Engine.py --module attack --attack-type ddos
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B.2.5.

TCP Flood

# Engine.py --module attack --attack-type tcpflood

B.2.6.

ICMP Flood

# Engine.py --module attack --attack-type icmpflood

B.2.7.

SYN Flood

# Engine.py --module attack --attack-type synflood
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B.3. Generation Module
B.3.1.

ARP Packet

B.3.1.1. Auto ARP Packet
# Engine.py --module generate --packet-type arp --auto

B.3.1.2. Manual ARP Packet
# Engine.py --module generate --packet-type arp --manual
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B.3.2.

TCP Packet

B.3.2.1. Auto TCP Packet
# Engine.py --module generate --packet-type tcp --auto

B.3.2.2. Manual TCP Packet
# Engine.py --module generate --packet-type tcp --manual
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B.3.3.

UDP Packet

B.3.3.1. Auto UDP Packet
# Engine.py --module generate --packet-type udp --auto

B.3.3.2. Manual UDP Packet
# Engine.py --module generate --packet-type udp --manual
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B.3.4.

IP Packet

B.3.4.1. Auto IP Packet
# Engine.py --module generate --packet-type ip --auto

B.3.4.2. Manual IP Packet
# Engine.py --module generate --packet-type ip --manual
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B.3.5.

ICMP Packet

B.3.5.1. Auto ICMP Packet
# Engine.py --module generate --packet-type icmp --auto

B.3.5.2. Manual ICMP Packet
# Engine.py --module generate --packet-type icmp --manual

47

B.3.6.

DNS Packet

B.3.6.1. Auto DNS Packet
# Engine.py --module generate --packet-type dns --auto

B.3.6.2. Manual DNS Packet
# Engine.py --module generate --packet-type dns --manual
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B.4. Packet Analyzer Module
B.4.1.

Pcap File

# Engine.py --module pcap --file /your/pcap/file.pcap

B.4.2.

Content Analysis

# Engine.py --module pcap --file /your/pcap/file.pcap --virus-scan
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B.5. Sniffer Module
B.5.1.

ARP Sniffing

# Engine.py --module sniffer --sniff-type arp

B.5.2.

IP Sniffing

# Engine.py --module sniffer --sniff-type ip

B.5.3.

TCP Sniffing

# Engine.py --module sniffer --sniff-type tcp
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B.5.4.

UDP Sniffing

# Engine.py --module sniffer --sniff-type udp

B.5.5.

ICMP Sniffing

# Engine.py --module sniffer --sniff-type icmp

B.5.6.

DHCP Sniffing

# Engine.py --module sniffer --sniff-type dhcp

B.5.7. Multi Packets Sniffing
# Engine.py --module sniffer --sniff-type arp icmp --multi
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B.5.8. Resolve Protocols
# Engine.py --module sniffer --sniff-type ip --resolve

B.5.9.

Save Traffics

# Engine.py --module sniffer --sniff-type arp --save
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B.6. Recon Module
B.6.1.

Subdomain Finder

# Engine.py --module recon --recon-type subdomain

B.6.2.

Banner Detection

# Engine.py --module recon --recon-type banner
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B.6.3.

Traceroute

# Engine.py --module recon --recon-type traceroute

B.6.4.

Port Scan

# Engine.py --module recon --recon-type portscan
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III. Conclusion
As internet has become a huge part of our daily life, the need of network security
has also increased exponentially from the last decade. Network security is an important
filed that is increasingly gaining attention as the internet expands. The security and
internet protocol were analyzed to determine the necessary security technology.
In conclusion attacks on network security are a constant threat. Analyzing and
detecting threats are a necessity for a complete network security system. Security is
everybody's business, and only with everyone's cooperation, an intelligent policy, and
consistent practices, will it be achievable.
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